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Deploy
Auto Shutdown Manager
via Windows Group Policy

This tutorial will enable you to automatically deploy Auto Shutdown Manager to multiple
computers using a Group Policy Object.
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1. Preparation

1.1 Sharing the install file

Please follow this instruction to automatically provision the Auto Shutdown Manager
Server settings to all client PCs right during the installation.

In order to deploy Auto Shutdown Manager you need to use the
AutoShutdownManager.msi contained in AutoShutdownManager.exe at
http://www.itpowersaving.com

Please copy Setup_AutoShutdownManager.msi to a directory of your choice (such as
\\%LOGONSERVER%\netshare\install$\asm), which must have at least read-access
rights for all clients. This will be your installation source from which each client should be
installed by calling the Auto

Shutdown Manager.msi file.

Using the $ symbol in the share name will hide the share from view and users cannot
install it manually.

In this folder, create an new file called “server.ini”

It may just contain 2 simple text lines - without any comments or additions
b. As a first line add the server IP Address or it's corresponding DNS name
c. Add the TCP-Port number to the second line

Now the server.ini file should look like (these values are just examples):
192.168.1.1
8088

Now you can install the clients in the common way you use for other *.msi
deployments from this defined shared folder. During the installation, the clients will
look for the server.ini file in the source folder and use its values to configure the
server data automatically. Once the installation is done, the clients will initiate the
connection to the server to retrieve their first configuration and settings data. Please
be aware that this process can take up to 150 seconds!

From now on, all settings and configuration changes as well as installation of newer
updates can be done remotely from the server

Important to know for a successful configuration

If you deploy the Software via the Group Policy or another deployment tool please make
sure that the users (or user groups) have read access to the source folder!

If you are deploying via a windows service (without logged-in users), please make sure
that the target computers (domain computers) have read rights to the source folder.
Otherwise the provisioning will not work correctly.
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Background

Right after the installation completes, Auto Shutdown Manager will be started within the
context of the user who initiated the installation. Within this user context, Auto Shutdown
Manger then tries to access the source folder (where the MSI file came from) and tries
to read the server.ini file.

Please note

It is recommended that all drivers as well as the operating system are up-to-date.
Independent from Auto Shutdown Manager, incorrect or outdated drivers are the most
common cause for problems. In the case of Standby and Hibernation Mode, it is often
caused by outdated screen drivers. When rebooting the computer, it could take a while
before you can launch the tool. Before it is ready to being launched you receive the
notification ... Starting“. This is normal and desired as Auto Shutdown Manager deploys
its resources in an economic way.

1.2 Preparing AD Editing

In order to edit the Group policy Objects, the Group Policy Management Console makes
it easier to handle. You can download Windows 2003 Versions here:

Windows XP, Windows 2003 Server
http://www.microsoft.com/downloads/details.aspx?Familyld=0A6D4C24-8CBD-4B35-
9272-DD3CBFC81887&displaylang=en

If you would like to edit the Group Policy on a client machine please install the Admin
Paks:

For Windows 2003 x64 SP2 editions:
http://www.microsoft.com/downloads/details.aspx?Familyld=514BD06E-F3BC-4054-
8429-C49F51E2190B

For Windows 2003 x86 SP2 editions:
http://www.microsoft.com/downloads/details.aspx?Familyld=86B71A4F-4122-44AF-
BE79-3F101E533D95

The SP1 version of the Windows Server 2003 Adminpak is still available. To download
the SP1 Windows Server 2003 Adminpak, visit the following Microsoft Web site:
http://www.microsoft.com/downloads/details.aspx?Familyld=E487F885-FOC7-436A-
A392-25793A25BAD7

The original release (RTM) version of the Windows Server 2003 Adminpak is still
available. To Download the RTM Windows Server 2003 Adminpak, visit the following
Microsoft Web site:
http://www.microsoft.com/downloads/details.aspx?FamilylD=c16ae515-c8f4-47ef-ale4-
a8dcbacff8e3
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1.3 Add a new Organizational Unit

In “Active Directors Users and Computers” add a new Organizational Unit such as
“Software Deployment”.

-.‘.'_J Active Directory Users and Computers ;IQIEI
@ File  pction  Wew  \Wwindow  Help |;Ii|i|
N ENE R R e

@ TR D W A ckive Directory Users and Computers [SR¥2003.test.enviprot]
-1 Saved Queriss

=29 test.enviprat HEI _ U102 Description |
(23 Builtin [(d5aved Queries Folder to store your Favor..,
12 Computers @tast.envipmt Domain

(€3] Domain Conkrollers
[:I ForeignSecurityPrincipals

- Users

1.‘_'_5' Active Directory Users and Computers ;IQIEI
@ File  Action Wiew ‘Window Help |;Ii|i|
«- |mBER 2B ctELTE®

@ Ry e UL R Tl Ackive Direckory Lisers and Computers [SR¥2003.test.enviprot]

(-] Saved Queries
i
F-{] Builki

Mame B Twpe Description |
Delegate Contral... s Folder to store your Favor.,..
Find. .. £ Domain

Connect to Comain. ..

Connect bo Domain Controller. ..
-2 User: Raise Domain Functional Level. ..
Operations [Maskers,..

e Compuker
all Tasks 2 Contact
Sroup
Tewe Window F H
0 SIS e = InetOrgPerson

Refresh MSMO Queue Alias

Properkies Printer

Help Lser
Shared Falder
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MNew Object - Drganizational Unit il
Create in:  test enviprotd

Mame:

I Software Deployment

Qg I Cancel

2. Active Directory Preparation

Within this Object right click, select ,new* and ,,Group” to create a new Group Obiject,
name it after the software to be distributed for example “ASM” for Auto Shutdown
Manager.

-.‘,"-; Active Directory Users and Computers ;IQIEI
@ File  Action Wew ‘window Help |;Ii|i|
= | AmE R XFER 2B gl vEg T

@ Bl i PR R R E ) Software Deployment O ohjects
-1 saved Queriss
E@ test.enviprot
D Builtin There are no items to show in this view,
-2 Computers
E1-{£] Domain Contrallers
[:l FareignSecurityPrincipals

[Mame Tvpe Description |

[:l Users
. m Delegate Contral,..
Mowe...
Find...
Computer
all Tasks 3 Contack
-
Vigw L4
ﬁ Window H InekCrgPerson
ey WWindow from Here
— MSMO Queue Alias
Cuk Crganizational Linit
Nalaka Prinkar
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MNew Object - Group x|

ﬁ Create in:  teskt.enviprot/Software Deployment

Group name:
| ASM

Group name (pre-wWindows 2000}

IASM
Group scope Group bype
" Domain local ¥ Securiby
* global ™ Distribution
= Universal

Ik I Cancel

The Group should be created with the following parameters:

Groupname: “ASM”
Group interval: Global
Group Type: Security

3. Creating the software package for Auto Shutdown Manager

After starting the Group Policy Management Editor (C:\WINDOWS\system32\gpmc.msc)
you should see the following screen:

=T
5[‘3’ Fil=  Ackion Wiew Window Help |;|i|§|
&~ | @mm e EFR 2|

_BE Group Policy Managernent test.enviprot

E| Farest: test, enviprot . . . = = =
%@ Domains Linked Group Policy Objects | Group Policy Inheritance | [elegation I
=]

test.enviprot Link Order = | GFO | Enforced | Link Enabled | GPD Status | skl Fil

1 @Default Domain Palicy Mo Yes Enabled Mone

“-g Default Domain Policy 2
#-{&8] Domain Controllers
@ Software Deplovment ay
-- Group Policy Objects
-3} WMI Filters =
L) sites z

Group Policy Modeling

IE Group Palicy Results
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Right click on the Domain Name, select “Create and link a GPO here” and name it

HASM”
-l
EE Eile Action Wiew Window Help | - |ﬁ'|5|
= = EE e :
EE Group Policy Management test enviprot
4% Forest: best,enviprot - - -
%-ége;om:i;s Ermipre Linked Graup Palicy Objects | Group Palicy Inheritance | Delegation |
SR 1]t oo SENS— U v | GPO | Enforced | Link Enabled | GPO Status | i Fil
..... Create and Link a GPO Here. .. r gD faul D in Poli N v Enabled N
“ Do Lll'lk an Existing GFO... efault Domain ohcy (n] =3 nanies arne
{El 5ol Block Inheritance
% f\:; Group Policy Modeling Wizard. ..
=
cites Mew Organizational Unit
Group Polic Search,,,
-5 @roup Polic Change Domain Contraller. ..
Remove
Active Directary Users and Computers. ..
Wiew 3
Mew \indow From Here
Refresh
Properties
Help
| | 0
Create a GPO in this domain and link it to this container |
Newopo x|
M ame: I'.-j.'SM
(] I Cancel |
Group Policy Management Console ﬂ
“'ou have selected a link to a Group Paolicy Object [GPO]. Except for
changes to link properties, changes vou make here are global to the GPO,
and will impact all other locations where thiz GPO iz linked.
[T Do pot show this message again
Now you should see the new GP Object on your screen.
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5 : Group Policy Management
E’E File  Action Wiew Window  Help

= BE XD 2E

EE Group Policy Management ASM
Elﬁ Forest: test,enviprot S cone | Detai = :
E@ Domains p eta|l$| Settlng&l Delegat|c-n|
E@ test, enviprot Links
B
iZ% Defaulk Domain Policy
[&3] Domain Controllers

~10/x|
JSETET

Digplay linkz in this location: Itest. erviprot j

The follawing zites, domainz, and OUz are linked ta this GPO:

[£3] Software Deployment

Group Policy Objects
[#-1_=F WM Filkers

-] sites

Location | Enfc-r-:edl Link. Enabledl Path
@test.enviprot Mo Yes

test.enviprot

% Graup Palicy Madeling
IE Group Paolicy Results

4| | 0

Security Filtering

The zettings in thiz GPO can only apply to the following groups, users, and computers:

1 arme:
Eﬁuthenticated Users

Add... Bemove | Eroperties |

WHI Filtering
Thiz GPD iz linked to the following Wk filker:

<nanes =l pen |
| | |

In Security filter delete “authenticated users” and add the newly created group “ASM”.
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$1: Group Policy Management 1ol x|
E’E File  Action Wiew Window  Help | - |ﬁ'|5|
&= | @B 2
EE Group Policy Management ASM
Elﬁ Forest: test,enviprot S cone | : = :
E@ Domains p Deta|l$| Settlng&l Delegation
E@ kest, enviprot Links
rﬁ-l A3 Digplay linkz in this location:
5% Defaulk Domain Policy

¥-[&8 Domain Contrallers The following sitez, domaing, and OUs are linked to this GPO:

{EI zoftwaFr‘el.DeT)?mint Location = | Erforced | Link Enabled | Path

% V\:;I;iiltoerl‘csy 1B @test.enviprot Mo ‘Yes test.enviprot
(5] sites
-} Group Policy Modeling 4] | _’I
'E Group Policy Resulks |

Security Filtering

The zettings in thiz GPO can only apply to the following groups, users, and computers:

Mame =

O ASH TESTAAGM)

Add... Bemove | Froperties |

WHI Filtering
Thiz GPD iz linked to the following Wk filker:

<nanes =l pen |
| | |

Now right click on the GP Object “ASM” and select edit.
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$1: Group Policy Management 1ol x|

E’E File  Ackion Wiew ‘Window Help |_|— _Iﬁl il
= | BE| XD @
EE Group Policy Management ASM
=43 Forest: kest.enviprot - . :
‘%@ Domains Scope | Deta|l$| Settlng&l Delegat|c-n|
E@ test, enviprot Links
S - A - :
:ﬁ‘ Fla_l,.l link: in thig location: Itest. erviprot j

&3] Do Enforced B following sites, domainz:, and OUs are linked to this GPO:

s w Link Enabled - -
& zof Save Repart bcation = | Enfc-r-:edl Link. Enabledl Path
% WT; - test enviprat Mo Yes test.enviprot
i 3
(3] otes 4x o
Group Polic Mew ‘Window From Here | _'I
-3 Group Polic Delete i
FErEme curity Filtening
Refresh B zettings in thiz GPO can only apply to the following groups, uzers, and computers:
Help ame -

¥ ASH [TESTAASHM)

Add... Bemove | Froperties |

WHI Filtering
Thiz GPD iz linked to the following Wk filker:

£NOnE: j Hpen |

|Open the GPO editor | |

Select “Package” in computer configuration / software settings / software installation.

'{iii Group Policy Object Editor _ O] x|

File  Action Wiew Help

o |mE R @ m

_=:j A5 [SRY2003.test . enviprat] Polic
El @ Computer Configuration
[Z] Software Settings

5 ASM [SRV2003.test.enviprot] Policy

(3 wind . Select an item to view its description, Mame
Windovis Settings Computer Configuration
[ Administrative Templates @User Configuration

El@ User Configuration

H-[Z7] Software Settings

23 Windows Settings

(2 Administrative Templates
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=101 x]

= |OEFE R @@

_='-_j A5M [SRYZ003.test, enviprot] Polic | Mame

ersion | Deployment skate | Source
E| @ Computer Configuration

g Software installation
23 Windows Settings

i (2 Administrative Templates
El & User Configuration Paste
[:I Software Settings Refresh
[:I Windows Sektings -
[:l Administrative Templates Hiew r

Arrange Icons Pk
Ling up Icons
Properkies

Help

[ Software Settings There are no items ta show in this view,

Select Setup_AutoShutdownManager.msi in the shared directory (example:

\\%logonserverY%\netshare\install$\asm).

2]

Loak jn: IE}asm j e _? 2 '

File name: IAutoshutdownmanager.msi j

Open

Files of type: IWindows Installer packages [ msi) j Cancel |
7|

Select “advanced” to edit some more settings:
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ElE

Select deplayment method:

) Eublished
™ fesigned

Select thiz option to configure the Published or Azzigned options,
and to apply modifications to a package.

| ak I Cancel |

AutoShutdownManager Properties 2

General | Depll:uymentl Llpgradesl Eategnriesl Ml:ndifil:atil:unsl Securityl

Marne:

A toS hutdownbd anage

— Product infarmation

Wersion: 4.0

Publizher:

Language: Englizh [United States)
Flatfarm: Irkel

— Suppaort information

Contact; E reiProt - v E neviProt. com
Phaore: +49 7032 944 506
URL:; hittp: Adwaana. ervviprob. com

| .4 I Cancel
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Go to Deployment and put a check mark into “Uninstall this applications when it falls out
of scope of management”. All other settings can remain untouched.

General Deployment | Llpgradesl Eateguriesl Mu:udifiu:atiu:unsl Seu:urit_l,ll

— Deployment type
" Eublizhed

* Azzigned

— Deployment options

¥ | futasinstal thiz application by file extension activation

v {Uninstall thiz application when it fallz aut of the scope u:uf
management

I™| Do not display this package in the AddiFemayve F'ru:ugrams comtrol
panel

I | Inztallithiz application at lagan

— Inztallation user interface options

" Basic

%) b amimum

Advanced.. |

| (] I Cancel

'iii Group Policy Object Editor

=101

File  Action  Wiew Help

= |[BEFE R 2

j_?,j" A3M [SRYZ003,test, enviprot] Polic | Mame 2 Sersion | Deploymert state | Source |
=8

A Computer Canfiguration @utoshutdownnﬂanager 4.0 Assigned 1S Z00METLOGOMN install asmia, .
[:I Software Settings

R~ gooftware installation
(£ windows Settings
[ Administrative Templates
= @ User Configuration
-1 Software Settings
- Windows Settings
D Administrative Templates

Now the package is ready for deployment!

(c) 2009 Enviprot Americas — http://www.itpowersaving.com

Page 13 of 18



Deploy Auto Shutdown Manager via GPO @ E nViPrOt

The PowerSafe Company

4. Adding Clients

In order to add clients to the group, select the security group and click “add”.

_ioix]
QE File  Ackion Wiew Window Help | oy = |
= Bam B 2
BE Group Policy Management ASHM
E& Faorest: test,enviprat 5 - g :
EI@ Darmains cope | Deta||s| Settlngsl Delegatmnl
E@ test, enviprot Links

el ASM : S - -
FE Digplay linkz i this location: [Rrr— -
Defaulk Domain Policy I -ErVIp J

(&3] Domain Controllers The following sites, domains, and OUs are linked to this GPO:

e zoftwaprerDeT)T:mint Location = I Enforcedl Link Enabledl Path
% \,\:;\Dq;”?:“toe;? e @test.envipmt Mo Yes test enviprat
- LE) Sites
{2} Group Policy Modeling 1| | >
'E Group Policy Resulks .

Security Filtering

The zettings it thiz GPO cat only apply to the following groups, users, and computers:

Add... Bemove | Froperties |

W Filtering
This GPO ig linked to the following WWhI filter:

<nones j e |

Go to “Members” and filter your domain computers.
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TEST'ASM Properties x|

General Members | tember DFI Managed B_I,II

Members:

Mame | Active Directory Folder

Add... | Bemowve |

ak I Cancel | Apply |

Select the types of abjects you want ta find.

(WL 5B vilt-in
=) Computers
(M| m Groups
O ﬁ |Jzers

ariby principalz

(]S I Cancel

Select the computers to be added and click “ok”.
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Select User, Computer, or Group 2] x|

Select thiz object type:

IEDmputer Object Tupes...

From this lozation;
Itest.enviprnt Locations...

Common Quenies I

M ame: IStarts with | I Calurmins. ..
Find How

Deseription: [Starts with v |

" Disabled accounts Stop
™| Hon expiing passwend

Drays since last logon; I 'I

& | f LL

] | Cancel

Search rezults:

Marme [ROM I Folder

ES 3 test. enviprot/Do...
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5. Distribution

The clients will automatically install Auto Shutdown Manager after 1-2 boot cycles. If you
would like to speed things up run “gpupdate /sync” in a command windows on each
client.

S WINDOVWS system32 cmd.exe

Microsoft Windows [Uersion 5_.2.379081]
(C» Copyright 1985-2083 Microsoft Corp.

C:“Documents and SettingssAdministrator WINZBA3 >gpupdate “sync_

During the next boot you will see a small window indicating the installation of Auto
Shutdown Manager.

6. Uninstall of Auto Shutdown Manager on clients

In order to remove Auto Shutdown Manager from a client computer just remove the
computer from the ASM group.

Open the Group Policy Management Editor and go to security group.

$1: Group Policy Management -10] x|
& Fle  action View Window Help ‘ ==
= | AE B @=
[ Group Policy Management ASH
- Forest: test,snviprot -
1 (3 bomains Scope | Detals | Settings | Delegation |
. =@ test.enviprot Links
-G AsM i iah:
& Display links in this location: =
Default Domain Policy Jtest e l
{£3 Domain Controllers The following sites, domaing, and OUs are linked to this GPO:
@ Softuere Deplovmert Location = [ Enforced | Link Enabled | Path
=
2 o ke Ot (st ervr o Ves e
% Group Policy Modeling 4 |

Group Palicy Results

Security Filtering
The zettings in this GPO zan only apply to the following groups. users, and computers;

MName -

Add. Bemove | Puopeties |
‘WMl Filtering
This GPO is linked to the following Wk filer:
I<r\nna> j Open I

Double click “ASM”, go to “Members” select the computers to uninstall Auto Shutdown

Manager and click “remove”.
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S
General  Members |Meml:uer I:Ifl Fanaged Byl
Members:
I ame &ctive Directory Folder
ESRW 2003 tezt. enviprot/Domain Controllers
Add... | Bemove |
ak. I Cancel Apply

After 1-2 boot cycles of the client computer Auto Shutdown Manager should be
automatically uninstalled, indicated by a window during the boot process.

If you have any questions or suggestions, please feel free to contact us at
http://www.pcpowersaving.com/index-4.shtml
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